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What is Digital Forensics?

The application of forensic 
science techniques to the science techniques to the 
discovery, collection and 

analysis of digital evidence.

5 Ws of Digital Evidence…



Who Uses Digital 

Evidence?

• Criminal law enforcement

• Criminal defense attorneys

• Civil attorneys

• Organization Information • Organization Information 
Technology (IT) personnel

• Homeland security

• IRS / SEC (financial 
enforcement)

• Military



What Digital Evidence Can Be 

Found?

� Files listed in standard 
directory search

� Hidden files 

� Deleted files

� Email

� What devices were 
attached

� Encrypted files
� Web sites visited
� Searches performed

� Email

� Deleted email

� Certain Instant Messaging

� Passwords

� Who used the computer

� Who modified a document

� Was disk changed?

� Was a document edited?

� Searches performed
� Cookies
� Network traces
� Owners of servers
� TIME

� When created
� When changed
� When modified
� When sent/received
� When login/out



Where Can Digital Evidence 

Be Found?

• Hard drives

• Digital cameras

• Memory sticks

• MP3 players

• Cell phones• Cell phones

• Printers

• CD / DVDs

• PDAs

• Game boxes

• Networks

– Logs

– Intercepts/traces



How Can Digital Evidence 

Be Used?

• Formerly not considered tangible evidence

• 4th Amendment - No “unreasonable” search and seizure

– Computer data and network activity is private

– Warrant (probable cause) required for government agents– Warrant (probable cause) required for government agents

– “Plain View Doctrine” – can all files of computer be searched?

• Federal Rules of Evidence – Computer data is treated as 
document

• Frye & Daubert tests of scientific admissibility

– Widely accepted, published, available, low error



When Can Digital Evidence 

Be Used?

Digital Forensics CasesDigital Forensics Cases



Hacker: Kevin Mitnick

• Hacked into computers at Motorola, Nokia Mobile
Phones, Fujitsu, Novell, NEC, Sun Microsystems,
Colorado SuperNet and the University of Southern
California. Damages were estimated to be as
high as $80 millionhigh as $80 million

• Jailed in 1995
• Made cell calls through intricate

re-routing to modem, but there was a
serial number log

• Dumped data at web site, but there was an IP
address log

• Timeline of calls, data, linked to Mitnick behavior



DFC Case Example: 

Inappropriate Computer Use

Plaintiff showed:
� Defendant’s account had 

extensive volume of porn
� Used shock value
� Used misleading terms
� Defendant was fired

On appeal we showed:
� Actual time on web sites very 

short – result of spam emails
� No intent to save
� Computer left on in public place
� Time of creation often did not 

match time person behind the match time person behind the 
computer

� Called into question forensics 
used to obtain plaintiff's evidence

� Extensive education of judge required

� We have done other cases where the inappropriate use was obvious



DFC Case Example: Corporate 

Espionage

Defendant:

� Left  Company A to work for a 
competitor, Company B

� Showed signs of using 
Company A proprietary 
information: pricing, customer 
lists

For plaintiff we showed:

� We wrote affidavit for subpoena 
to seize defendant’s laptop

� We found evidence of emailing 
documents to Company B 
before leaving

lists

� Denied taking information

� Company A had deleted files in 
question from his laptop before 
leaving

� We found what USB devices 
had been inserted – fodder for 
further subpoena

� We found Company B names of 
recipients and servers – fodder 
for further  subpoenas



DFC Case Example: Financial 

Fraud

• Suspected inappropriate use of federal funds

• Government issued:  “provide any and all relevant 

documents”

• We copied 20+ computers and 3 servers (massive storage)

• Extensive documentation of process and chain of custody• Extensive documentation of process and chain of custody

• Took digital signature to authenticate snapshot of all disks

• Restored computers for business use within two days –
copied evidence preserved in our evidence locker



DFC Other Case Examples

• Child porn

– Result of sharing software?

– Result of spam?

• Illegal music downloads

– Extent?

– Who  did it?

• Suicide• Suicide

– Web sites showed means and motive

• Murder

– Victim’s computer showed suspects

• Sexual assault

– Instant messages between adult and child authentic?

• Divorce 

– email infidelity, porn, financials



Case: Sept 11 

“20th Terrorist”

• Zacarias Moussaoui – was to be 
on plane, but was detained

• Used Kinko’s computers to 
communicatecommunicate

• Computer records seized

• Hotmail account traced

• FBI testimony as to how digital 
evidence was obtained and 
verified



Hendricken HS Vice 

Principal



Digital Forensics Practice 

and Proceduresand Procedures



Digital Forensics 

Procedure

Probable Cause

Search / Seizure

Data Acquisition

Analysis

Report

Testify



Crime Scene



Crime Scene

Computer - harddrive

Printer – memory

Wireless router –

other computers!
PDA and 

other devices

Paper - passwords

Cables may be 

important

Storage for CDs



Corporate Crime Scene



Acquisition And Verification

• Obtain a warrant/permission

• Take pictures (screen, wiring, devices etc)

• Take notes (BIOS time accuracy, labels on the machine for software product key, procedures, 
serial numbers (e.g. to call Dell), )

• If possible unobtrusively obtain RAM data

• Possibly unplug power plug from machine
– This preserves swap file and does not allow wiping programs to run

– Could corrupt (e.g. database, Linux file systems)

• From live machine: machine name, drives/file systems, network config• From live machine: machine name, drives/file systems, network config

• Take digital signature of original storage media (e.g. harddrive)

• Seal original storage media

• Establish “Chain of Custody” for original storage media

• Get Drive:
– Take whole computer to lab

– Take drive to lab

– Use hardware disk duplicator (hashes won’t match)

– Boot target machine with second (wiped) drive to copy onto
• Must write block original drive! Software or hardware write blocker

• Bit copy original storage media
– Write block original

– DD bit copy good, ghost bit copy bad

• Compare digital signature of copy and original

• Analyze copy of storage media



Algorithms and 

Computer ScienceComputer Science



Digital Signatures

• MD5 Hash – 128 bit signature 
of entire drive generated by 
complex operations

• Used to authenticate evidence 
– has it been altered?– has it been altered?

• Courts require digital signature 
before and after investigating 
the evidence.

f3ec0217d3e95ba361a651d1a442f496

Computer science algorithms for digital signatures



Deleted Files

• Unallocated –

previously written, 

but not pointed to 

in file system

• Slack – unused at 

end of cluster
Computer Science – data structures, operating systems



Professional CF Software: 

EnCase

• Used by State 
Police, FBI, State 
Crime Lab

• Enter keywords 
or timesor times

• It searches all 
digital data 
including deleted 
files and “slack 
space”

• It generates CF-
friendly reports

• URI has 
professional 
version in DFC

Computer science

• Writing programs, like EnCase,  to perform CF 

investigative tasks.

•database indexing and search terms

•logic and “regular expressions” in search strings



Email Trace

Received 

Email Sending 

Server

Email Server 

Log

User name

ISP

IP address:

traceroute, 

MX record, 

Whois

Computer science -

Radius Log

DHCP Log

ARP Log
Bad Guy

ISP

LAN

LAN

Computer science -

networking



Digital Forensics @ URI

Teaching Service Research

URI Digital Forensics Program



• Courses:

– Taught By IRS Computer 
Crimes Special Agent Dan 
Dickerman and URI faculty 
and staff

• Digital Forensics Minor

– Can be done with any major

– CS is the best to provide 
depth

• Internships

Teaching* Service Research

URI Digital Forensics Program

and staff

– Computer Forensics (2)

– Network Forensics (2)

– Basic Courses (2)

• Internships

– RI State Police

– Naval Criminal Investigative 
Service

– FBI, IRS, Secret Service

– Local Police

– Local companies

– URI Digital Forensics 
Center

http://forensics.cs.uri.edu



Teaching Service Research

URI Digital Forensics Program

• Facilities
– On-campus lab

– Forensic acquisition hardware 
and software

– Forensic workstation(s)

– EnCase Forensic and FTK for 
acquisition and analysis

– VMWare, other software tools

– Evidence and storage data 
center

– Law enforcement quality 
procedures

– Staff, faculty, student interns

• Services

– Forensic acquisition

– Digital evidence analysis

– Targeted research and analysis of 
technologies

– Data recovery

• Online Information

– Our web site provides

• Whitepapers

• Research results



• Original DF Research

– Human image detection 
and authentication*

– Steg detection and 

breaking*

• DF Software Evaluation

– Does a piece of software 
claim to do what it states it 
does?

– University independent 

Teaching Service Research

URI Digital Forensics Program

breaking*

– Password cracking

– Uses of virtual machines

– Alternative digital signatures

– GREP generation and 

repository*

• DF Whitepapers

– Useful registry entries

– P2P sharing behavior

– University independent 
opinion

• DF Software Development

– Forensic Boot Disk

– Software write blockers*

– Grep expression generators
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