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Overview

« DECOS Integrated Architecture
 Virtual Networks

* Virtual Gateway Service

e Operation of Virtual Gateways

o Execution of Virtual Gateway Service

« Exemplary Application in Typical Automotive
System

e Conclusion
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Federated and Integrated Architectures

* Federated architectures provide each application
subsystem with its own dedicated computer system

— Natural separation of application subsystems
— Complexity control

— Fault isolation between computer system

— Service optimization

* Integrated architectures support multiple application
subsystems within a single distributed computer system

— Reduced hardware cost
— Dependability
— Flexibility
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DECOS Integrated Architecture

» Distributed Application Sub-
systems (DASS)

— Nearly independent
distributed subsystem

— EXxploit specific platform
services

Safety-Critical Subsystem | Non Safety-Critical Subsys,

High-Level Services (DAS-Specific)
« Diagostic Service
« Gateway Service
« Virtual Network Service
¢« Encapsulation Service

Core Services (DAS-Indep.)

C1 Predictable Message
Transport

C2 Fault-Tolerant Clock
Synchronization

C3 Strong Fault Isolation

C4 Consistent Diagnosis of
Failing Nodes

— Infrastructure tailored to the = Togered
needs of the DAS (e.g., TT
or CAN communication)

Base Architecture

Hiding of implementation details from
the application, thereby extending
the range of implementation choices
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Distributed Application Subsystem

e Consists of jobs

e Interconnected through a dedicated virtual network, which is an
overlay network on top of the time-triggered core network

Environment (Controlled Object)
__________________________________ Controlled Object
Interface

Distributed Job Job Job Job

Application

Subsystem Input | Output Input | Output Input | Output Input | Output
Ports Ports Ports Ports Ports Ports Ports Ports

———————— i 5 i i i e s

Virtual Network
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Virtual Gateways

 Virtual gateways support the interconnection of the
virtual networks of two DASs

— Improved quality of service
« Example: Pre-crash systems

— Exploit redundant sensors
e Improve reliability
e Reduce resource duplication

 Exemplary application: Sensor DAS
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Hidden Virtual Gateway Services

DAS || DAS | DAS DAS

(e.g., Safety-
Critical)

DAS
(e.g., Non
Safety-Critical)

BECWASTIEIRSTISYS Gl Non Safety-Critical Subsys.
High-Level Services (DAS-Specific)

T Virtual Virtual

s Gateway Service Network Virtual Network

¢ Virtual Network Service . Gat .

« Encapsulation Service C_ommunlcatlon ateway C_ommunlcatlon

----------------------- ~< infrastructure Coupling of infrastructure v
Core Services (DAS-Indep.) Nty taylored to a Virtual taylored to a
. S~ DAS Networks DAS
C1 Predictable Message S~
Transport (e.g., TT) (e.g., CAN)

C2 Fault-Tolerant Clock
Synchronization

C3 Strong Fault Isolation
C4 Consistent Diagnosis of
Failing Nodes
Time-Triggered \ / /

Base Architecture

by . . g Core Services for Interfacing the
Hiding of implementation details from Time-Triggered (TT) Physical Network
the application, thereby extending of the Base Architecture

the range of implementation choices

Real-Time
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Role of a Virtual Gateway

% Two Link p
DAS Specifications DAS
Job Job Job Job
Gatewa
£[ele ElElE y et/ elele
8 8 8 8 8 8 - Property Transform. 8 8 8 8 8 8

Portl - Semantic Properties [port

Virtual Network |Port| _ Operatlongl FlEpEriEs Port| Virtual Network
- Encapsulation

POrt] _ sSelective Redirection [PO"t

- Complexity Control

- Error Containment

Port
Port
Port

Port
Port
Port

Job Job
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Operation of Virtual Gateways

Each message Is regarded as
a compound structure

Part of a message that is
subject to selective redirection
IS denoted convertible element

Received messages are
dissected into convertible
elements

Sent messages are
constructed out of convertible
elements

Convertible elements are
stored in a real-time database

Real-Time

/Access\
‘—\.

r Port i

1 1

1 1

v Access |

S
~Port.

Ports to DAS A

/Access\

D Port ! 3])
! E
\ Access |
\ / O

I\ Port . =

=z )
o
o

Temporal f Syntactic

Module for Interaction

with DAS A

Gateway Repo-
sitory with Con-
vertible Elements

- State Variables
(State Inform.)

- Queues (Event
Information)

Syntactic § Temporal

Module for Interaction
with DAS B

*) message buffer: queue for event information, state variable for state information
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Gateway Repository for State and
Event Information

+ Reakime dacbose
emantics emen ata ariable escription

* Central data structure of @ | convertiie i [temporlacouracy nenal
. ement wi req update reques
Vll‘tua| gateway State Semantics tdpdare | POINtin time of last update
Convertible djcc temporal accuracy interval
« Temporally accurate Element with b, |update request
3 3 State Semantics t 5 ke point in time of last update
convertible elements with 5 :
state information Convertible ( () st comeri
 Queuing of convertible —e e — —
5 . ement wi + request for convertible
elements event information Ef;ntSeJ,ani?cs< )R e eanes

In order to maintain state
synchronization
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Interaction with Virtual Networks

 Gateway sends and receives messages at two virtual
networks

* Link specification for each virtual network consists of:

1. Syntactic specification defines structure of message
and Is used to parse incoming messages / construct
outgoing messages

Temporal specification defines the interaction protocol

Transfer semantics for conversion between event and
state information
o state information through accumulation of event information

e event information derived from successive state information
values

2
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Update of Gateway Repository:
Sparse Time Base

 In abstract system theory  Interval of silence
(Mesarovic, 1989), the notion — Interval when the
of state is introduced in order distributed state of the
to separate the past from the system is defined
future

e Sparse time model: Past | | Future

partitioning of the continuum of

time (durations of action and ﬂ ﬂ ﬂ @

silence)
e Action lattice
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Update of Gateway Repository (2)

(e« Activity Intervals: update of port state through the gateway

« Silence Intervals: prevents concurrency with the update of the port state through the virtual
networks.

» Gateway : Gateway : Gateway : Gateway
Action Execution Sllenss Execution Bllenss Execution Sleney Execution
Lattice of < . ! ! i ! ! !

I I I
Gateway ! ! ! | ! : l :
] | ] | ] ]
| i 1 ! ! 1 1 |
: Ports :
o+ U -l <l |
| |
o :
: ET Input Port | |[ET Output Pori|| TT Input Port | |TT Output Port :
\ l ; i ! ! ! i l
Action : : : W\ - : : :
- I " I ! ! I I I
Lattice of gy . ! : ! . ! |
: . . I I
) sl Sil Activit Sil Activit Sil Activit Sil
Networks ilence ctivity ilence ctivity ilence ctivity ilence
« Activity Intervals: update of port state through the communication system (message recep-
tions and message transmission via virtual networks)

\_ « Silence Intervals: globally consistent input is proYided via the port state to the gateway t
1 [ [ [ [

4—n Ticks—p

Real-Time
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Real-Time

Federated Multimedia Cluster

Diagnosis
Access ) ) )
Engine Engine Damper Turbo Cruise
| 1 2 Control Charger Control
Central I I I I ]
Gateway 1 1 1 1 1
q Electr. Trans- i
Antilock i - Yawrate Parking
r Stability misson
Braking Control Control Sensor Brake
Federated Powertrain Cluster
Door Door Seat Seat .
(Pass. (Pass. (Pass. (Pass. C-grl_?lll?r:
Front) Back) Front) Back) pling
I I I I |
1 1 1 1
Door Door Seat Seat |-
(Driver (Driver (Driver (Driver d Dﬁgk
Front) Back) Front) Back)
Federated Comfort G n
vl
Sliding Wiper Rain . Keyless
Roof Module Sensor Geatng Entry
I I I
1 | |
Park Tire Air
Distance Pressure | |Condition Lights s'L“sa{é?n
Control Control Control Y
Federated Comfort
Instru- DVD cD .
ments Charger | | Charger | |AmPlifier .
L L L T N
1 1 1 1
Navi- " .
gation Phone Video Radio

Automotive Example

Brake and oor " | Brake and or
Stability (Passenger Tlrecl;nre;rsoslure Stability (Passenger Deck Lid
Control RF Front) Control RR Back)
Seat i " Seat
Damper (Passen Wiper Module Damper Tire Pressure
ger . (Passenger
‘ Control ‘ ‘ Front) Right Control n Back)
% %
) )
i i Yawrate/ Air Condition "
) SidoiReck ‘ Wipel focule ‘ Lateral ‘ Passenger | | ParkDistance
Sensor 1 Back
\ - Adapiive Air Condition VIRTUAL
— Cruise Passenger Rain Sensor GATEWAY
Control 3 Front
/
N Virey, — 4 = r_____ N\
i VIRTUAL Yawrate/
FT Steering Instruments DVD Charger GATEWAY Lateral Amplifier Alarm System
Actuator 1 Sensor 2
Integration _
Adaptive .
Cruise Navigation Lights VIRTUAL
Control 1
\L GATEWAY 4
(7 Air Conditi . )
a ir Condition Yawrate/
FT Steering Video Front Driver Lateral Interior Lights Phone
Actuator 2 Front Sensor 3
Adaptive umts
Cruise CD Charger Visible
Control 2 Gateway
Brake and -~ Brake and Ny
e Door 3 i Seat Tire Pressure
C%‘:‘?")II'YF (Driver Front) ‘ Heating ‘ C?l"latﬂ;II“IYR (Driver Back) Control
=~ Damper Seat Tire Pressure 7 Damper Door Trailer
\\& Control (Driver Front) Control Control (Driver Back) Coupling
]

Comfort 1
DAS

Symbols

Comfort 2
DAS - L
Sagfgty Non safety-critical
critical
subsystem
subsystem
Infotainment

DAS

Integrated Component
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Conclusion

Virtual gateways are a key mechanism for combining advantages of federated
and integrated architecture

— Functionally federated, physically integrated
— Encapsulation of DAS with dedicated virtual networks
Virtual gateways for the coupling of virtual networks
— Exploit redundancy to reduce cost and improve reliability
— Improve quality of service
Virtual gateways as an architectural service

— Generic service that is parameterized by application requirements in
order to simplify application development

— Selective redirection of information between virtual networks through
controlled import and export

— Property transformations
Update of real-time database on global sparse time base




